
At CheckPhish, we recognize the critical need to protect your online presence against typosquatting threats that could become major data 
breaches. Our different plans breaks barriers to offer easy, accessible security to all by empowering users enhance their visibility and 
uncover a wide range of threats across their multiple domains. With this turnkey starter pack, anyone can get a grasp on the potential risks 
to their organization and brand by proactively identifying potential typosquat attacks and attacker behavioral changes.



With CheckPhish, we make security visibility and threat detection accessible to everyone with one click of a button:

Detect and Identify Faster

Our solution excels in detecting malicious typosquat sites and 
giving instant visibility into their attack surface.

Empowerment through Self-Service

Our solution puts the power in everyone’s hands to manage 
and monitor their online presence effectively.

Accessibility for All

You don’t need to be an expert in security to get access to 
potential risks online. CheckPhish Starter Pack allows anyone to 
get started on their security journey.

Active Alerting

Stay proactive against potential risks by getting daily alerts on 
changes on attacker behavior.

DATASHEET

Expand Visibility, Uncover Threats

Compare Plans

Free

For community users, always free real-time 
URL scanner and limited domain monitoring 
results

1 domain daily limit to monitor

300 typosquat results

Continuous monitor 100 results

Weekly rescan updates in Scan Disposition 
and MX changes for up to 1000 results

Up to 500 priority recommended domains 
to acquire

25 live scan/day

Bulk scan functionality

Advanced API dashboard

Community access and support

Starter

Monitor all typosquats and record changes for 
your primary domain (company.com) with 
per-domain plan

10 domain daily limit to monitor

Full typosquat results

Continuous monitor all typosquat results

Weekly rescan updates in Scan Disposition 
and MX changes for up to 100 results

Up to 500 priority recommended domains 
to acquire

25 lives scan/day

Bulk scan functionality

Advanced API dashboard

Community access and support

Full access to typosquat scan verdicts

Full access to typosquat risk scores

Weekly monitoring for changes in new 
typosquat, MX record, Disposition, A record 
and IP

Premium

For organizations needing advanced 
monitoring and remediation across web, 
social media, app stores, and the dark web.

Unlimited domains to monitor

Full typosquat results

Continuous monitor all typosquat results

Daily rescan updates in Scan Disposition 
and MX changes for unlimited results

1,300 lives scan/day

Bulk scan functionality

Advanced API dashboard

Community access and support

Full access to typosquat scan verdicts

Full access to typosquat risk scores

Daily monitoring for changes in new 
typosquat, MX record, Disposition, A record 
and IP

Threat feed intelligence (brand logo, copy 
right, trademark)

Auto-takedown phishing sites

Admin & SSO

Notification integrations

Multi-channel threat protection: Social 
Media, Dark Web, and App Store detection 
and remediation

Dedicated SOC analyst and customer 
success support



Technical Specifications

Understanding the CheckPhish plans (free, starter, premium) can help you assess the features, capabilities, and limitations of each plan to 
make an informed decision based on you and your team’s specific needs and requirements. 

Feature Domain Monitoring

Typosquats Generation & Monitoring

Domain Acquisition

DOM similarity matching

Favicon Identifications

Ads Monitoring

Search Engine Results

ML image augmentation

Threat Feed - Typosquat variations 
Threat Feed - Bolster Proprietary 
Threat Feed - Newly Registered 
Threat Feed - Certificate Monitoring 
Threat Feed - Anti-Virus 
Threat Feed - Passive DNS 
Threat Feed - SPAM

Auto Takedown

Limited

limited to 500

Full Results

limited to 500

Full Results

3000+

Feature Notification

Rescan Alerts 
New Detections and Changes In 
Typosquats Only

Rescan Alerts 
New Detection And Takedown 
Completed In Web, Social Media, 
Dark Web, And App Store

Daily Daily

Daily

Feature support

Community Access and Support

Dedicated Analyst

Dedicated CSM

24/7 Support

Feature ADDITIONAL MODULE MONITORING

Social Media Detection and Remediation

App store Detection and Remediation

Dark Web Detection and Remediation

Feature TEAM & COLLABORATION

Teams - Add Users

Teams - Admin

Teams - SSO
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API Add-On

With the ability to scan multiple URLs simultaneously, you can efficiently identify and eliminate deceptive links across various platforms and 
communication channels. CheckPhish now has an API that allows for easy integration into your existing tools like Microsoft Outlook so that 
you can ensure malicious links are targeting your employees. Purchase up to 30,000 scans a month. 



Bolster is on a mission to make the internet a safer place by eradicating threats from your online experience. We 
deliver phishing and scam protection for companies fo all sizes by automating the detection and takedown process 
through generative AI. Attackers are leveraging different channels to impersonate organizations and individuals as 
well as launch their online attacks. Because we think everyone deserves a safe internet experience, we also created 
CheckPhish, a community tool to help anyone discover and monitor sites for phishing or scam activities.



Backed by leading investors like M12, Thomvest, Cervin, and Crosslink, and founded by threat research leaders, many 
of the world’s leading brands over 20% of Fortune 500 rely on Bolster and CheckPhish today.

Support
CheckPhish by Bolster is available to provide comprehensive support, addressing any 
inquiries or concerns you may have and ensuring a smooth experience with our product 
or service. Please reach out to  for any questions or support 
inquiries.

support@checkphish.ai

Visit Website
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